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UNITED STATES COURT OF APPEALS FOR THE FOURTH CIRCUIT
DOCKETING STATEMENT--CIVIL/AGENCY CASES

Directions: Counsel must make a docketing statement (civil/agency) filed entry in CM/ECF
within 14 days of docketing of the appeal, or within the due date set by the clerk’s docketing notice,
whichever is later. File with the entry the (1) docketing statement form with any extended answers
and (2) any transcript order form. Parties proceeding pro se are not required to file a docketing
statement. Opposing counsel who finds a docketing statement inaccurate or incomplete may file any
objections within 10 days of service of the docketing statement using the ECF event-docketing

statement objection/correction filed.

Appeal No. & Caption 15-1395; Richard G. Beck, et al. v. Eric K. Shinseki, et al.

Originating No. & Caption |3:13-cv-00999-TLW

Originating Court/Agency |United States District Court, District of South Carolina

Jurisdiction (answer any that apply)

Statute establishing jurisdiction in Court of Appeals

28 U.S.C. 1331, 5 U.S.C. 552(a)

Time allowed for filing in Court of Appeals

30 days

Date of entry of order or judgment appealed

March 31, 2015

Date notice of appeal or petition for review filed

April 14, 2015

If cross appeal, date first appeal filed

Date of filing any post-judgment motion

Date order entered disposing of any post-judgment motion

Date of filing any motion to extend appeal period

Time for filing appeal extended to

Is appeal from final judgment or order?

® Yes

O No

If appeal is not from final judgment, why is order appealable?

Settlement (The docketing statement is used by the circuit mediator in pre-briefing review and
mediation conducted under Local Rule 33. Counsel may make a confidential request for mediation by
calling the Office of the Circuit Mediator at 843-521-4022.)

Is settlement being discussed?

O Yes

® No

01/27/2015
SCC
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Transcript (transcript order must be attached if transcript is needed and not yet on file)

Is transcript needed for this appeal? ® Yes C No
Has transcript been filed in district court? C Yes ® No
Is transcript order attached? ® Yes C No

Case Handling Requirements (answer any that apply)

Case number of any prior appeal in same case

There are no prior related appeals.

Case number of any pending appeal in same case

Supreme Court raising similar issue

Identification of any case pending in this Court or

If abeyance or consolidation is warranted,
counsel must file an appropriate motion.

Is expedited disposition necessary?

O Yes

®© No

If yes, motion to exp

edite must be filed.

or state statute in case to which federal or
state government is not a party

Is oral argument necessary? © Yes O No
Does case involve question of first impression? ® Yes O No
Does appeal challenge constitutionality of federal | C Yes © No

If yes, notice re: challenge to
constitutionality of law must be filed.

Nature of Case (Nature of case and disposition below. Attach additional page if necessary.)

Appellants are veterans that received pulmonary care at the Dorn VA Medical Center in
Columbia, South Carolina. In February 2013, a laptop was reported missing from Dorn VAMC
that contained the protected health information and personally identifying information of
approximately 7,400 veterans. The VA confirmed that the laptop was stolen and that in
contravention to VA policies, procedures, and rules, the laptop was not password protected,
encrypted, nor had the laptop been properly stored or secured. VA officials admitted that
physical, technical and administrative safeguards had not been followed.

Appellants filed a class action suit against the Secretary of the VA and Dorn VAMC officials,
alleging, in part, that Respondents violated the Privacy Act and Administrative Procedure Act.
VA officials admitted that Dorn VAMC disregarded policies and procedures designed to
safeguard veterans' protected health information. Specifically, the former facility manager,
chair of the formal investigation into the laptop event, and two subject matter experts offered
by VA conceded that Dorn VAMC was non-compliant with numerous relevant and mandatory
requirements that VA management had determined were necessary to safeguard veterans'
protected health information from compromise, loss, or theft and that Dorn VAMC has never
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Issues (Non-binding statement of issues on appeal. Attach additional page if necessary)

been compliant with such requirements. Discovery revealed that from March 15, 2013 through
October 17, 2014, there were at least 17 other data breaches resulting in the compromise of
protected health information or sensitive data of at least 3,685 veterans.

Appellants allege that as a result of the February 2013 laptop theft, and the continuing data
breaches they, along with other veterans receiving treatment at Dorn VAMC, are at an
increased risk of identity theft. VA officials agreed with this allegation and even calculated
that veterans whose information had been compromised stand a 33% chance of being the
victim of identity theft.

Appellants challenge the district court's ruling granting Respondents' Motion for Summary
Judgment and Motion to Dismiss. The district court held that Appellants lack the requisite
Article Il standing to proceed with claims that Respondents violated the Privacy Act and
Administrative Procedure Act. The district court held that even assuming Appellants are at an
increased risk of identity theft because of the data breach, Appellants failed to establish that
this increased risk sufficed to confer standing.Appellants submit that the district court
wrongfully decided the factual issue of whether this risk of harm was sufficent to support
standing. In challenging the district court's grant of summary judgment, Appellants rely on
Fourth Circuit holdings in which an enhanced risk of harm is sufficient to constitute
injury-in-fact.

Adverse Parties (List adverse parties to this appeal and their attorneys; provide party’s address if the
party is not represented by counsel. Attach additional page if necessary.)

Adverse Party: Eric K. Shinseki,et al. Adverse Party: Eric K. Shinseki, et al.

Attorney: Christie Newman Attorney: Matthew A. Josephson

Address: 1441 Main Street, Suite 500 Address: niteq States Dept. Of Justice
Columbia, SC 29201 Civil Division, Federal Programs

Branch Post Office Box 883
Washington, D.C. 20044

E-mail: christie.newman@usdoj.gov E-mail: matthew.a.josephson@usdoj.gov

Phone: 803.929.3021 Phone: 202.514.9237

Adverse Parties (continued)

Adverse Party: Eric K. Shinseki, et al. Adverse Party:
Attorney: Hector Blaudell Attorney:
Address: ynited States Dept. of Justice Address:

Civil Division, Federal Programs
Branch Post Office Box 883
Washington, D.C. 20044

E-mail: hector.blaudell@usdoj.gov E-mail:

Phone: 202.514.9237 Phone:
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Appellant (Attach additional page if necessary.)

Name: Richard G. Beck, Beverly Watson, Cheryl Name: Richard G. Beck, Beverly Watson, Cheryl
Gajadhar,Jeffery Willhite,Lakreshia R. Jeffery, et al | Gajadhar, effery Willhite,Lakreshia R. Jeffery, et al

Attorney: D. Michael Kelly Attorney: Douglas J. Rosinski
Address: Mike Kelly Law Group, LLC Address: 701 Gervais St., Ste. 150-405
P.O. Box 8113 Columbia, SC 29201-3066

Columbia, SC 29202

E-mail: mkelly@mklawgroup.com E-mail: djr@djrosinski.com

Phone: 803.726.0123 Phone: 803.256.9555

Appellant (continued)

Name: Name:

Attorney: Attorney:

Address: Address:

E-mail: E-mail:

Phone: Phone:

Signature: D. Michael Kelly Date: April 23, 2015

Counsel for: Appellants

Certificate of Service: | certify that on __ April 23, 2015 the foregoing document was
served on all parties or their counsel of record through the CM/ECF system if they are
registered users or, if they are not, by serving a true and correct copy at the addresses listed
below (Attach additional page if necessary):

Signature: D. Michael Kelly Date: April 23, 2015

Print Save Reset Form
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AL 435 Administrative Office of the United States Courts
(Rev. 04/11)
Please Read Instractions: T S T ORDER
1. NAME 2, PHONE NURMEER 3, DATE
D, Michael Kelly {803) 726-0123 1 417/2015
4, MAILING ADDRESS 5. CITY 6. STATE 7.ZJIPCODE -
500 Tavior Straet, 4th Floor ‘ Columbia SC 28201
& CASE NUMBER ' 9, JUDGE DATES OF PROCEEDINGS
3:13-0v-00009-T1 W Chief Judge Terry | Wooiems] 10. FROM 1/28/2015 |11 10 1/28/2015
12. CASE NAME LOCATION OF PROCEEDINGS
Beck et al v, Shinseki i al 13. CITY Coilumbia { 14.STATE 8C
15. ORDER FOR
AFPEAL CRIMINAL [_] CRIMINAL JUSTICE ACT {3 BANKRUPTCY
[ NON-APPEAL [ orviL {7 IN FORMA PAUPERIS [Jorssr
16. TRANSCRIPT REQUESTED {Specify portion(s) and datefs) of proteeding(s) for which franseript is requested)
PORTIONS DATE(S) PORTION(S) DATE(S)
VOIR DIRE [ TESTIMONY (Specify Witness)
OPENING STATEMENT (Plaintift)
OFENING STATEMENT {Defendant) ‘ .
[ CLOSING ARGUMENT (Phintiff [ PRE-TRIAL PROCBEDING {Spay) ,
CLOSRNG ARGUMENT (Defendams) -
OPINION OF COURT .
JURY INSTRUGCTIONS %7 OTHER (Specify) 04/2812015
SHNTENCING SHMTD Hearing
BAIL HEARING
17. ORDER
ORIGINAL
CATBGORY | (inoudes Comified Copy o | FIRST COPY | APDIIDNAL
Clerk for Records of the Court)
NO. OF COPIES
|__oRDiNARY [xi k3 1
NC. GF COPIES
14-Day L1 I3
NG, OF COPIRS
| EXFEDITED [d Ld
RO, OF COPIES
BAILY m 1:3
- HOURLY, m
_ REALTIME | .

CERTIFICATION (18. & 19.)
By signing below, 1 certify that T will pay ai charges
{denosit pius additionsl). -

18. SIGNATURE

B, Michael Kelly
H.DATE
4/16/2015
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